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o HV—ERFIHBADERDOER, 5D — oA DL
® FHHMOER., —ERADLERL
® v NU—J THEE SNy AT ADOHAFEDER

18 AT IV E DR ILAEF A ICAAE L. BERELRHEE T 5.

Thbb, BIROa U Ea—& U A7 NI, g, VAT AERADELODFHF—F TR T
A BHCR) THY, ZHICERTAIARZEES EREEIZEZRICHRTH LN TE T, RRICkE
70 5 HEE BABREEER) 2 AEMIZEATWS,

ENODEREBFENT DN TE 2RV MY ERE, £, BEMALERICEREPSBETICHISE L, #
Bemg/heT2L5 3=V L, FHEPHFHT 2ERE TE DR ZETHOMBENICERM L,
S~ORABREERT L, BITEN L ZHBEHIIZIT S RBNIPLETH 5,

ZDREN%E [0SD : A—F VT RATF AT 4 RXRUFE YT+ (Open Systems Dependability) | & FFON,
Z D 0SD ZFEAL LAERITAENT DD, Tat 2RI - FITORDORE -V — L7 n s 73
7 Heik7e E ORI - B2 5 478 % (IDEOS: R D72 DT 4 XU F Y 7 T% (Dependability
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5] DIEDIZIZLLTFRMETH D,

® R RUGED IO OB LiEH 2 EEE T 5 KER R r 2 (DEOS r&X)

® DEOS 7mivR&fHA L LTI HHERK - MR FL Y —/L (D-Case) & F1785E (D-RE:
DEOS Runtime Environment)

® D-Case (ZH2\T, OSD FHEH A KL L7z, A7 U7 K (D-Seript) 8L O T 7V r—ra -
7'r 77 2 (D-Aware Application Program)
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2.DEOS 7*u /'S 702 F

21. DEOS Zu /S5 3Iv 7D HEE

B chbR_IENTWA LY, RO a L B a—Z o X7 A TIEEEILET bhavy., DEOS Yut®
ATClX D-Case (2D X 5 23 Iie Ntk S FE RO TV D,

A) BEERLLT
1) BEERHWHEREZ15 572D OER (Monitoring)
2) B L7222 iiék (Logging)

B) Eaixfis & LT,

1) TX5MRYFIREBRHT S
1-1) PRERH LS, TEX ARV EEZ D-Case (IZEESWOTRRICERE (Nv 7T
v T ~DOY) YR Z 2 ETe) 75
1-2) [ELEETE 22V EE . D-Case IZEESWTHEIBEE: (5543 & v b, MEREDHIR 2 &
Te) ASEREAHIETT 2

1-2-1) AIEECTH UL, Mg REiZA 95

1-3) LD &S - JBLA ~EET 5

C) B E LT
1) T3[RV BESEEERMT S
1-1) D-Case [ZHAWT ANy 77 v T~ K2 D, EEHMOHS Y By 21T
1-2) BRI TE WSS, MRS (EEMALOUI0BEL ., BEMEEDOHIIRZ &)
M E[HED> D-Case (ZFEESWTHITI 5
1-2-1) AIEECTH UL, Mg REiZA 95
1-2-2) RA[RETHIIE, VAT LY By RRATREHINTT 5
1-2-2-1) AIRECTHIUX., HEY By MR AHENHIETT 5
1-2-2-1-1) AIEECHIUX., KEV By NEET 5
1-2-2-1-2) AAFECHIVUL, EE V'Y MEEfT 5
1-3) LD _&EHE - BEE~ERT 5

B EFEBT H 722X, System Designer, System Programmer, Application Designer, Application
Programmer IZ, IRD 6 DD AT v T & HIZE 272 < THEWIT 720,

Bt - fiHt (Monitoring + Sensing)

Fiék (Logging)

WA - @A - %5 (Reporting * Notification + Signaling)
M (Analysis)

Wi (Diagnosis)

FOIFE4T  (Action)

INODOAT v T a#BRE L, DEOS 7 ut 2D FEHRZZ®T 2707 7% DEOS 7n /oI 7
EMES, ZHUE Software DA THILT Db D Tid/el, = "—FNEMEOH LR Y NU—T 728D
Hardware %2, Operator X°> Programmer # & AR 2 Z AT LD TH-TH LU,

v\ Y3572 Monitoring * Sensing, Logging. Reporting * Notification * Signaling % R[RE7/2[R ¥ 3
B 5

v VBE7: Analysis, Diagnosis % AJREZR[R Y FEEHL9 5

v WEEL7e Action Z RIREZR[R D FEHLT 5
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2.2. DEOS 7u /'S I 7 OHBE

fi] % Monitor T 5 NI EBEM 7 0 A T S 41, D-Case [Z50ik 415 . Monitor fE 522 Wr L 7=
FEHRD Action . D-Case I[ZFtab S5,

Script E§&& L%, il LT 0SS DA 7 U7 FSHENFEL TS, DEOS 7u v =7 kTl
Bt - /M - EPEBED D-Seript A AFZEBA%E L7z GEMIX. L F® Document )

» D-Script — A2 U 7 MK DREEXHSOFEH (3FEZE 5 DEOS-FY2012-DS-01JA)

Monitoring, Logging. Reporting (3D X 5 IZ/EH L5,

® Application DfEFDNE (5:1F) % Application ® H T Monitoring 9% %413, Application
® H1Z Monitoring Point 23i% & X415

® Application DE{E% Application M4+7>5 Monitoring 9% %54 13, D-Application Monitor
Zl L TIT 9

® System & % % Container D EI{E% System Program ¢ ' C Monitoring 9 % 3414,
System Program @ H#{Z Monitoring Point 233% € &5

® System & % L Container OENEA 717> 5 Monitoring 35 %54 1%. D-System Monitor %
BLTITH

Diagnosis, Action (ZIRD L H IT/EHND,

® Application DfEFONE (5:44) % Application O H TH#T, k7 584 1%. Diagnosis.
Action 73 Application D TT /T AEZ N5

® Application ®#E)fE% Application D405 5H7, xfIid 534 1%. Diagnosis, Action 72344
8 Program HH\VMIAZ V7 N TT R 7T L3 D

® System & 5\ X Container L' ~/L T, ®Hid 55551, Diagnosis, Action 7% System
Program O C7a /7 LAEN5H

® System & % & Container DENMEZ I 5 081, *HST 535415, Diagnosis, Action
23 D-System Monitor DT v/ T ASiLd

FEARIY 72 System OENVERDL (CPU &Afif, A€ VM &E) © Monitoring (Z1% D-RE 23232 C @ API
ZEHIFELTE D,

F 7R 7B EIR L GREEHIRIL) % Monitoring 7255413, ik 72277 A1 L <13 0SS (Nagios,
Zabbix %) ZFIHTHFEL TX 5,

DEOS v 7' 2 713 VM. Hypervisor. Container & & - 7= EIN2IEHT 5, T HZidmik
% L < 1% 0SS ® Middleware (VMware <> OpenStack %) 7% %, DEOS 7’1 = 7 | TlX, Reference
Platform & L T KVM X° LXC %#ff -7 D-RE (DEOS Runtime Environment) ZB#¥ L. =2— F&2A
BAL TS GEMIL. LLT O Document Z28) |

D-RE fI#fE (&% 5 DEOS-FY2013-RE-01J)

D-RE API fi:£k#E  (CCEE S DEOS-FY2013-EA-01J)

D-RE =~ FHARE (CCEF S DEOS-FY2013-EC-01d)

D-RE API 7 v 7'm 77 AMgiidE  (CCGEE S DEOS-FY2013-SP-014J)
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2.3. DEOS 7u /'35 I v T DERE S

1) B

il % Monitoring 3~ % NFA B 7 v & X Tigim S 41, D-Case ([ZFtik 31D HWEF O IR I,
System (ZiE G722 o —NFEEE I LTV T, il SW 23VEE TV 55T EERAY FEBL DO FTREPED VY,
ZHIZH LT SWIEEOFIRMHITEE LV,

® RHFFErZ > TV T, EDEEFR O/ NF — LT Z = N8I DT, FEEOT]
REVED B 273, WEFEICIEF T2 D LTV,

0 AFVUMAENMRAIZHINTAEASIZ. AFY - U—2 DWW RHY | EEICELRFIC, 7]
MR A I T TOY 7 — NEOEAVEEIZHERETE 5,

® X7 AR Down T 555, MHMNAFRETH D, ZIUCKIST H72DI2iE, AT
EBRB 2D,
v BRHRERRFECT D
v Operator 237 BE L TV 5554 1% Operator 23 5 2 f 9%
v Operator 2372\ 54 End User 706 OEHRIZ L D

® Monitor Program, & %\ % Monitoring Point %19 % Application Program 23 Ei{E L Tu»
T, {7 Down L TW A6, BEITE 2 AraefEidmu

D-RE 21X, OS 0%, H 25 WL OS ~?D Malware X7 % i35 72 D D-System Monitor %
FEF HHFENTE D,

&IZ Logging. Reporting T 5723, {i] 2\ /T Logging. Reporting 32 7% D-Case ([ZFCib 235 5,
® T D & IFEFIC, FEENEE -FFD System BREEE % Log L TR < FHix, JRINZEHIZ &

AS)
® HIL7TED, WIZZEDOEIE System 35 L U Operator (ZIHEIT D DR O EEER Step &

)

v' Diagnosis Program 73 & 2355121, & 2 ~@HT 5
v Operator (ZIIXTEET D

2) ok

il 2 )>Z Diagnosis 325 2%, D-Case I[ZFRilk S A28, FIZHIRIIZED NS L IXRH 220, 04TR
DFRBIZEENDIFELH D L, Action ROFMBIZHE SN TWIEHEELH D,

® System Programmer % L < [X Application Programmer (&, D-Case 7> Diagnosis @ Logic
ZAANLT D

> %< DA, Log % Diagnosis 75
® Log NEMT HHEHR T/ 7 (LoglkpE) L7aWE 51T, [HFMOBENMETH D

> T« AT ATILSEC (Simple Event Correlator,
http://simple-evcorr.sourceforge.net/) ZfEf L7=

® Log NAEDELGM (FLEOIEMME, WEHFENRINTWRNWERLY) 2RGETH2LENH D
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3) Action %

il 2T Action T2 00 %, D-Case (250t S35 08, HIZHHRIJIZE N D EIER 6 7220, BB D
RRRICEENLIELHD L, \ﬁﬁ@ﬁLK@aéﬂfwé%ﬁ%%é

o %< DO, Application [ZB8£% L7-[E3E X Application ®H T, Action 37’1227 7 ASZH
%)
vV O UDAEBEISNTEWL ONOISEN D DA
€ Application  L<I[ZAZ U7 FH HEIICEIRT 5
€ Operator (ZFE7K L, Operator 23R T 5

® System OEHEDHEA, D-Case (I L7=N > THISKRNH LM UDHEIND

vV RZ7 U ML BEICEITIND
v Operator |22~ S 41, Operator (220D EITSND

2013/05/01 Version 1.0 Page9



© 2013 BT B DEOS Programming Reference DEOS 7u >y =7 k
3.D-Case/D-RE DT + YR T MITEIT % HEEH

3.1. TF « VAT LADOHE

AT E - Y AT LF, D-Case/D-RE OHREZAENTT 572D LD TH D,

V7" T « TP a— R

ZDOTE - AT A, Apache & Tomcat, MySQL % fif 72, Web £ T® CD 584 — & A (CD Online
Shopping v A7 L) &+ = L— k L72H DT, Apache & Tomcat, MySQL X% 1 E 1 HNT L 7= System
Container F CEHL CT\W5, £/, ZOFTEF « VAT AT, 2P a—F L AT LRy hT—
7 DERD T DT 7V r—3 a2 Nagios (http://www.nagios.org/) Hffio> T35,

- —- —

System System System
Container Container Container

—\ E > nunim"/ - \%agios
' Modules Plugin
> Request/ Response M /\

' Operator Console SEC Nagios
— Data ; 1 GUI (BimpleEve;tCo:ra!atur) 1 GUI
> Command E
Log i D-RE D-Seript! Action Script

Fo. Xy FU—7 EOBEED Browser 22 H DEH ORI 7 =X b2y I 2 L— 572012, ab
(Apache HTTP server benchmarking tool) % fif > T\ 5,

TE-VFUF

Z DY AT Mk, #AE 72 Web/Application/DB Server TH SN CW5, o, ZhHOH—"—%
Operator Console THIZEMR L TW\5, Y7 by =Tk E LTIE, &Y — =%, D-RE (DEOS
Runtime Environment) O A7 A a7 F EIZEEI TS, Operator Console T, System
Container 7>5H D1 7' % Rsyslog IZHERH L, £=H— + £ 2 —/L & Nagios Plugins T, &H—/3—D
VDY —=ZARONT =< AR T D, F=F— TV a2—/IEELZHRET 5L, GULICERL,
[FIEFIZ SEC [ZTE#RZTET, SEC IZZ1IZHE-> T D-Seript #3179 5, LD F U A%, D-Case &
D-RE R AT LADEFIZED LI T 50 % R L T\ D,

FE-FUA]L)
I —ERXAZEBMLEER, 772 ABNEESEEBHB L7, 2T, 50 LD D-Case [ZFRik ST
W2 IEIZ G, —E 2D ENN%Z Undo L, Y AT A& EH 72 IREEIZETT,

FE eV F2)
P —N—D L AR ANBIZENT-, £ Z T, &5 U8 D-Case ([Z5tik STV 2L IEITHEN Y,
R 72Xy F « Da T wEER L, VAT AEZIERIIREEIZRT,

FE - vFUA3)
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AEVMEHENR AT LOFREL B AT, £ 2T, H 50 L D-Case (25 S TW I AT IEIZAE
W, PR —EEEE L, BT a2 RALTHREEZRET D,

FE )YV F4)

HE RO —BE LT, BHOV—EANMELRWDHERLIZE A, —EANETH KR o7,
JFIRZEHOFER, A4 B 2N THDLZ E0bn, A4 A2 HHT 5,

LEDTE « o F U FAOEEIILLF O URL %A F TR I TS,

http://www.dependable-os.net/
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32. T VAT ADI 7 by =TI

D-RE #ffis -850V 7 N = THGE 2 TR,

" D-Case Tools

P { D-Case @ D-Case
~ " Evidence et Evidence
= Y " - ontg " " n antg
| Tempiates | {Manitor) | Templates
. e XKML b XML
LN T L
- = 7 |
DeCaselSorpt Zpplication
! (Console) N g
T - R _Application Application
e Frogam
4 ; . - Applicatiori-, Application
> LT Program 3 ] Program
Canfig . ; e k
File i IR g \ g
Generator ) \ ’ w
~
P seron J| )| sppiieston
Containers

LT )= g )
: -
i L i/ y
W n‘l | f X —
| Script | | Script | | Script | | Script | | | - oo
A e |
t r # E—

— - 1 |’ | D?j'pplifmﬁo.ahfﬂnalger | | ScriptEnginE| | D-&pplication Manager |

Y
[ sdriptengine!

D-RE - ) -Application Mani
| D-Application Monitor / | | D-Application Monitor |
Comoce | ¥ ] [ome | -
Q355 Licensed Basic Basic
Monitor Monitar Monitor Monitor
Service Service Service Service
D-System | Linux | | Linux | | Linux |
Monitor
System Containers (VWD
| Lirue |

| HW Clemary, GPU. Metwark, TR ste) |

3.D-RE o7V 7 FU = 7 HEIE

R DL, D-Case DEHRE (E=%—) /— NIZHIETHE=HF— - FEVa2— VDA LV AZ LR
IZE 0179,

MR DEEIL, SEC (Simple Event Correlator) %ffi > 72iRiE~ o NNZEHROE=HF — « £ VA X
VABBHIUToA N M EED | EZTHEA N FOMARBRREZE LA X NOGHTEIT O,

3.3. DEOS 7u 7'J LD O EITE TOHRN

= =

DEOS u & X &l b L TH X 26 ER - 78 F1L - —/V (D-Case) & F{T7EREE (D-RE : DEOS
Runtime Environment) %G L7=7F « VA7 A, LTFOXH 2Tl I, 785,

1) —ERERHAKOAE LiEE (D-Case D)
SALOREHESE VR A - BT ILOMERR
BCP (Business Continuity Plan) D€ & A E
SLA /XT A —HDRELEERE
SLA BT 2 %R (BE=%—) /—FR&T 7 arv - 7 —RbiEk
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2) BF (E=4—) J— ROE=S —XGR0T A — 5 O
BAEDOE=R — « T2 — /L E OER
HHOE=H— « TV 2 — LOHEEIE

B4R @ D-Script Description File (U4 1:4E) % 1ERk

3) MR+ /— FOFEMRE
Analyzers #IRfE~ v THEBT S
Events OFH A BE 2 [k fE & R EEER TR EL
Whe~ o LRt O SCE O BRI

53M7 Fl @ D-Script Description File (#M {14k 1. SEC f® Config File ®7 > 7 L — N & 1Eik
BETF D Actions OFFOM L (51 H)
Z2—HEAG D Actions DILEEZ P E

4) 77XV — a3 O3
5) 77V —ya e iTLC, 2—VHEAEDODE=HF— « T 2—/LOBAIE
6) 77V r—a VBB EWAITLC, REE~T UV DOEFREE 22—V [EA D Actions D BHIE

7) D-RE ECOT7 7V r— a3 v OFEF
D-Case DEHT (E=f—) ) RETF IS as « ) FinbA v 2K 2 ZIER ST,
FITEIND,

LI EDFi T, DEOS YutvaARnXEiIns,

3.4. D-Case DEERR & TR/ — FOET DA

TXi%., Web Browser | CE#E3 % JavaScript TENLTZY — /L Th 5D D-Case Weaver & H\ 7=
D-Case MWHE=H— + EVa— VDA L AX AL SEC DR T 7 A VIMERL S L DA% R LT
W5, 9. D-Case Weaver I% D-Case WD D_Case Node 7 — 7 /L(E)T, F=H — -« T 2 — /L% 4E
it %, ZDRE, D-Case Weaver £, =—HI|Z, R (E=%—) /—FNET2E8=4—- - E
2 —/L%& D_Script T—7 AN BLEREE, TDOA LV AX L AERDIZODRT A=A EEZER R (£=
& —) /— RZBIN7 %, 9725, D-Case Weaver (%, D-Case DA (£=4%—) /— K& D-Script
(BE=H— BV a2—)) LEFEONMNIT D, TD%. D-Case Weaver I, E#i% Config Generator &

4387 5% Config Generator & FFOVH T,

5787 % Config Generator (%, D_Case_Node # & D_Script # & #f5A (Join) LT, FEHAR (F=4
—) J— Rz LT, TG THE=H—  FEVa2—LERHSOHHL, TOF=HF— - FVa2—/L
ORISR (B=4—) /—FRNORZ2A—2HZHEHAL T, BHR (F=4—) AV AX R %
BT %, 43#HT5% Config Generator & [FIERIZ, B3R (E=%—) /— K& D-Script (SEC DR~
7 A IVORER) L EMABAEDED I EICL Y, SEC DL T 7 A VORI BifiR (f=H—) /—
RO BRI 72 3T A — 2@ % H L7z, SEC O 7 7 A W EERkRT 5,

R (B=&—) J— REDBR . — ROMERRICOW TR, RETLIFEIZEEER T 5,
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D-Case
Weaver

BEZ$R % Config Generator 4347 & Config Generator
Monitor ¢ reload reload ‘l’ Action
Config Config Plugins

Plugins
T v 1

D-RE-Monitor > rsyslog =  SEC(2#T %)

4. D-Case M HEEMRR EGHTRDA AR L ADHERK

BEHR (F=F—) EVa2—NVDEE

BE=H—IE, HDOE=HF— - BV a2 INERFEONRNTA—FHEHNTAORZ A XL TAEKLTEE
=R A VAR ATH D,

TE VAT ATIE, BE=F— - FV2—/LZD-RE O#MT 5, TED-HIZ Python TEILT-
PluginBase 7 7 ADH 77 F AL LTHELTWS, o5 T, E=F— A L AFZUREL, ZOHT
TGADA VAR AEBERLTNT, F=F— c EVa—ANE2ETH TV I AOa L A NT 7 X ITE
TEDINTG A —H R G2 THERLTEZZDOYVT I TADAL VAR ATHD,

TRIE, EHARTREZR N T A —Z A BT D-Seript & L TERIN/ZE=F— - £ 2—/L L, D-Case
NOEEHRR (F=2—) /= FZRRSNTENENRT A= Z RO BIKIEN D, FFEDE=F—+ A
VAL APERS DB
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— > — > —
E=H—/—F EZA—ED1—ILDTUTIL—h
D _Case_Node D_Script
D_Script_Params of Monitor Node Config_Template of D_Script
<values id="..." > <module name="“ApacheAnalyzer”
<value name="interval”>2</value> interval="“<?= get_value (“interval”) ?>">
<value name=“warn”>1000</value> <args warn="“<?= get_value (“warn”) ?>”
<value name=“crit”>2000</value> crit="<?= get_value (“crit”) ?>” />
</values> </module>

N

Configuration Generator

EZH—AVRIVR y

<module name="ApacheAnalyzer” interval="“2">
<args warn="1000" crit="2000" />

</module>

X 5 F=H— - AKX ADAERR

SINTREY 2 —/L DA

SEC # HWIRE~ o v O FEIEIZ BT, FfRiE~ > & Actions b [RIEEIC, & HfREE~ 2 L <° Actions
DT T L= NeRFEDNTG A—=FFEEHNTHAZ A XL TER LD THD,

R (B2 —) BV a2 NV EOWMRE 2= DT T L—k

EVa— T U= NI, UTEE0 XML BEXO7 7 A LV ThH D,
R BV 2 LROREEY DT T L— N ERIRET kA F
FEREDRL, RS, BREFHRE/R /YT A — X FER O O]
IRT A= @B CTE=X—RE~ 2« Action DA VAV AGEAERTHIELE DT v
7L—h

BR (B=H—) EVa—LENMRET2a—LOT T L—rO—flE LTiX, (fEESHE,
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3.5. D-Case DEERR / — FOIEER

D-RE ETHETT 27 07T LT 28HIE, D-Case (CE=F—IZHT 27X« — RITRE
wEND, JE% I, 7077 AOFGHRED D-Case OIERGEFE T, ¥ — B R ERIAR AL T 5 72D 124
Eiﬁ% Z—IZElT LT R s = FBREIN TN,

FHMER (F=4—) /J—FldE, T=F— - TV 22— LORBFERLTDE=HF — « TV 22— LRNE[T
RSB LT 8T A—FFEDEZFEET D, Z 2 Tlk, D-Case Weaver Zflio7=/3T7 X —XFEDIE
EDFHFEEHHT 5, D-Case Weaver %, Web Browser b T35 D-Case ZfwiE$T 5V — 1 ThH D
(DEOS-FY2013-CW-01J :  [D-Case Weaver ffAkZE « A - N H A K] #5H),

1) CPU & A& Y Usage DA

D-Case ® D-Case Weaver - COFEH :

Goal G 37
Me mnryfiﬁﬁﬂ ESRTED

Mu:unltu:ur it 15
Memnryf_;*;ﬁaﬂ

R (E=4%—) /—F M_15 Oz, /—RFETEHZ Y v 27 LT, Edit D-Script Z1&R L,
TEH = BV 2 VOBIREANT A= FHOIEZIT I,

;7 D-Script
i www.dependable-os. net/dre/system. Monitor r
www.dependable-
Name os.net/dre/system.Monitor
Description System Monitor
Version 0.5
License GPL
Author DEQOS Center

config_path Jetc/dre-monitor/conf.d/ (.conf)

Eg_;famcmﬁﬁiitx%'}ﬁﬁiﬁéﬁﬁ
& mEREIinterval DT
[host|H—_—EEEH/WLET.
gﬁbtiﬁl#[rrd dir]7 L7k ~RFIh

o w
Pl o T ==k g TAS e e = o A0 S

oK . cancel
| |
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VA RRY I ANBE=L— « TV 2 —)LEBRINT 5,
FHOE=%—« Y2 — /L 0B AFHEIT Appendix S,

:* D-Seript

www.dependable-os. net/dre/system. Monitor ¥

www.dependable-os. net/dre/system. Monitor =
www.dependable-os. net/dre/container. Monitor
www.dependable-os. net/dre/mysqgl.Monitor

www.dependable-os. net/dre/memleak. Monitor

Version 0.5
License GPL
Author DEQS Center

config_path Jetc/dre-monitor/conf.d/ {.conf)

VAT LOCPUERES AT EHELSTER

LET,

§ R (interval | T,

[host| Hr—/"—EREWRLET,
g_’?l:tﬁli[rrd -dir]T1 L7 )~ REIH

S anEEm st Lf T TAS de el 2 4 AE S

(4]

. oK || cancel |

FoH— s BV a— VOREBICERINNDNERRT A= LT, WYIRMEEZRET D,

:* D-Seript
|www.dependahle—cs.neﬂdre!system.hl‘lcnltcr v [~
VEprT www.dependable- | |

os.net/dre/system.Monitor

Description System Monitor

Version 0.5
License GPL
Author DEQS Center

config_path Jete/dre-monitor/conf.d/ {.conf)

VAT LOCPUEREL AT EHAELTIR

LET,

§ R (interval | T,

[host| Hr—/"—EREWRLET,

E#H L@ Ird-dirl T L2 AREIH

e lJ:I:IZIZI:I:.L!‘I’ TAS de el 2 4 AE S

(4]

. oK || cancel |
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:* D-Script
name interval -
type integer
description AR
default 2
value |2
name host
type string
description ERERORIANE
default localhost
value |syrs—t0m
[ - -
| OK || Cancel |

ZOHITIE, UTDX D REMRHANT A —2afEET 5 D-Case N XML / — RS GEEk S
N5,
XML :

<dcase:node type="Monitor" id="_JHchkKurEeGUa93z1Rd6MQ" name="M_15">
<dcase:description>Memory {#i ] E</dcase:description>
<dcase:properties><dcase:property name="Attachment" value=""/>
</dcase:properties>

<dcase:d-script>
<dcase:full-name>www.dependable-os.net/dre/system.Monitor</dcase:full-name>
<dcase:values>
<dcase:value name="interval">2</dcase:value>
<dcase:value name="host">sys-tom</dcase:value>

—n

<dcase:value name="user">dre</dcase:value>
<dcase:value name="cpu-crit">90</dcase:value>
<dcase:value name="cpu-warn">80</dcase:value>
<dcase:value name="mem-crit">90</dcase:value>
<dcase:value name="mem-warn">80</dcase:value>
<dcase:value name="related-node"/>
<dcase:value name="rrd-dir">/var/lib/dre-monitor/rrd/sys-tom/system</dcase:value>
<dcase:value name="graph-dir">/var/lib/dre-monitor/chart/sys-tom/system</dcase:value>
</dcase:values>
</dcase:d-script>
</dcase:node>

Script : D-RE builtin monitor ID: www.dependable-os.net/dre/system.Monitor)
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3.6. D-Case ODo#% / — FDOVERR

BHRDE=H — « £ LV AZ L RATRFEDOEMRNGORELER L, FE - BFEO0Z0TIRE 2R
o IR, F—DBEERKICOWT, BEOT=F— -« f VAL U ANRZTNTNOBLE N HEE S
@mu\@i CHET D, . HDBE=H — - A VA U ANEROTEEHOEE %ﬁiﬁéﬁA
INTRDFEIEN, HEEDOE=H— « f VAZ U ANLOEERE LHAEDEDL Z EITLD, B ﬁl
DHFIFHZRD H Z LN TE D, Mo T, HITROFEHEIZBNTIE, EEOE=F— - 4/x&/xﬁ6
DOFEERE (A X NEREIIZHIRL T, b BERMEOH2EERRNEZHEET L2 ENNELRD,

TE - VAT LATEELZONRIT, (GEESIZ) GRKES— b~ FrZ2H0TEROA XV FD
HHAMOBREZE L5 ﬁ%ﬁo BELDA X N ERAETNIIRRT 5 51k LT, A X2 O
2% LRI GE SO Z21TV, 20 ORI Z ALY TITH) 2B 2650, BE1 v
ks DIEANEFF OFLATITTHE U THELD G538 D FEATINAFY %30 OV % 72 553 Mﬂ®ﬁ#%ﬁ%ﬁm
ICHERTHMER DD, XI5, BEA X IRH L —ERFRINICRE LTGRO T 2 b, &
# HX@ﬁAﬁfiﬁﬁfiﬁw

TR, #IHREBIZIB VT Event A 2338445 & ActionA ZEITLT, e AIZER L, REE AT
Event B 3% 495 & Action B 22217 L C., IRHE BIOER T HINMEER 2 A RIRRES — h~
ZRLTWD,

Event A/Action A Event B/Action B
Initial e
Recovery
S o - . /
TS~ PR Recovery B

—
~-——-—’

X 6. IKHEEFR & Actions

KIXIE Event A & B D34 WZBAfR <, EH 0 08AETH LR CIlITERT HATRIKES— K~ K
YERLTWVWS,

Event A/Action/A, Event B/Action B
\ oneryA R B
- cover
Initial Event B/Action B ecovery
\ Event A/Actlon A
Recove‘ryB\ StateB ACOVGFVA

X 7. BANAFF AR L2V Events OALEE
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Fo, BREIZ, ZOREIZEELZ LOTXARMORERKEEIEETAHZ 2L, HHOA X |

NHLH—EOHRBNICRAELT-Z 2T TE 5, Bl IREEA TORKIEERR%Z 30

BedoZLickb, Event A DFAERL, 3 OMLINIZ Event B34 T 5 &, REECIZER LT, &
HUEZATH) KOICHRET A2 &b TE D,

AIRIEA— b~ b &Ml O ST RO EHEIZBNT, FARIREA— h~ b ATBEEST 54 X %
ZATAT, ST OREEEZITI) ZLICLD, HEDOA XN NI RO INHEFRREZL D IAAL
TI7<, & HIZ, % D-Case Node |2k L7ZARRIKAEA — F~ k> % D-Case &K & U CTHIEE % E& (2L
AN RIFAIEATENCEESE S Z L2 K V. BVINIHSE L7cA XY MO SGHTIERIRFIFATRICAT 5 2 & 23
TX D LR, RIUAXRY MIZEEOARKEA — h~ PR 0fT5Z &2k, A2 M
OB AN ORIFHZON T Z LN TE 5, ZiuE, A X2 MIOSHT 2 &ML oA L 01T
FXVLRGTHHEBEZLND,

UTORIE, Ry hU—7 EOREED LI, BHOEHRHIIBNTH BB ET 54~ &,
PEERAERFICAET DHE LA N N2 562~ LT\ 5, A 2 MR LTI, FLdko
7=olca ZICEEHTHEOUE % L7-1% Burst IREEIZER L i K Timeout KFH] 721 Z OIRBEICHE £ 5,
ZOWRETA X IR BE LSS, NEBETLHETIE M LARWT, NEEHOA X2 Mkt L T,
TEA) 7pfess & 38k L CL EELE ~OmMmEA21T 9 & & H1Z, Dormant (IKIR) JREEIZER T 5, Dormant
REETIE, [RA X MIEHIND,

Time >
oneshot mode oneshot mode
“—> burst mode (context) +—>
<+ » dormant —
Received

} | .
Aggregated ‘ .

One shot Burst One shot

EventA (1..N)

Initial Event A Q EventA (N +1) Event A

8. i L7~ Events OXLH
BARAYIZIE, SEC (Simple Event Correlator)Z V>, D-Case @ Action Nodes 75 SEC H O##a% ~ 7
ANEERT B,

1) Web V—R"—~D7 7B REOEKIZH LT, Yot —arrars o LxER
D-Case Node @ D-Case Weaver - TOHOERIH :

Goal G_A9

JOE =LA OS5 LE
BETEE
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d—/b e ) — R G_69 DIfEpkE, /—FETHZ Y v 7 LT, Edit D-Script Z3ER L, o4 - £V 22—
IVORIRENT A =IO EZAT ),

ST BY 2= VDOBREEIT D,

;.

:* D-Seript

www.dependable-os.net/SEC/Traffic_Limit Exceeded.Action ¥ |i|
www.dependable-os.net/SEC/Traffic_Limit_Exceeded.Action
www.dependable-os.net/SEC/ResponseTime_Excessive Action
www.dependable-os.net/SEC/Memory_Usage Limit_Exceeded.Action
www.dependable-os.net/SEC/Leak Detected.Action
mﬁun—mwmmm

—. - T 3.
Version 0.5
License GPL
Author DEQCS Center

config_path |/etc/dre-action/sec.d/ (.conf)

[Traffic Limit Exceeded]f <> b GF 253
o

Explanation MonitorhSWebt—/{—OF 7 AHER +
BHXNDE, Tomecatt— D Undo% T

[4

. oK || cancel |

SIHTE Y 2 — VORERICRIR SN D MBI T A —ZFHIX LT, WURMEZHET 5,

;7 D-Script

|www.deperﬂahle—os.neﬂ5E{:Fr raffic_Limit Exceeded.Action ¥ |~

www.dependable- A
os.net/SEC,/Traffic_Limit_Exceeded.Action |

Description | Traffic_Limit_Exceeded Action with SEC

MName

Version 0.5
License GPL
Author DEOS Center

config_path | /etc/dre-action/sec.d/ (.conf)

[Traffic Limit Exceeded]f <> b GTF 23
o~

Explanation | 30 it orinSWebH—/ {—D 7 2 A EE R %
BHINhAE Tomeatt— @ Undo%E TS

[

. oK || cancel |
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:* D-Script
name Suppress_Window =
type integer
description B A~ b &R BEEN(7)
default 10
value IEHI}
name Event_delay
type integer
description S R Z T T < DB ERSTE(7Y)
default 10
value |15
. oK || cancel |

ZOHITIL, D-Case WIZLLFD XL 572 XML / — K28 SN 5,

XML:

<dcase:node type="Goal" id="_yl_a8MQhEeGBPY79tzkVYg" name="G_69">
<dcase:description>7O%— Y3y 7055 L%F 1L TES</dcase:description>
<dcase:properties/>

<dcase:d-script>
<dcase:full-name>www.dependable-os.net/SEC/Traffic_Limit_Exceeded.Action</dcase:full-
name=>

<dcase:values>

<dcase:value name="Suppress_Window">30</dcase:value>

<dcase:value name="Event_delay">15</dcase:value>

<dcase:value name="Action_delay">1</dcase:value>

<dcase:value name="Apply_Snapshot">ss1</dcase:value>

</dcase:values>

</dcase:d-script>

</dcase:node>
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3.7. Action T a< v K4

ZDTFE VAT LTI, SEC ZHW TR &2 FEE L7z, SEC 205 @D Actions DFFOVH LI,
SEC Ok~ 7 A4 /LD action”ikpll +DfEE LT, D-RE 2~ RAlZER I TCW\W5b, SEC
D OERNH U7z Actions DY A MILLTF D@D Th 5D,

Actions SIS

shellemd /usr/share/dre-demo/d-script/action/act_logging.sh MRS SR o 7 A E X 4
shellemd System Container O FLHj
usr/share/dre-demo/d-script/action/act_reboot_sys_container.sh 42

shellemd System Container ~MZ%% ¥
lusr/share/dre-demo/d-script/action/act_undo_sys_container.sh @ Undo T3

shellemd /usr/share/dre-demo/d-script/action/act_kill_batch_sys.sh | /X F « g 7 DOET 5

shellecmd /usr/share/dre-demo/bin/dcase-status D-Case OEEHE (=4 —)
J— ROREBR R EERTT D

event SEC WA X h&3ET 5D

create,delete SEC OIREEAZH T 5

4. B IZ

DEOS OELTIC L 5 OSD 0FEH, +/hbb B LOBITB T RAT ADY—E Rk & SABMLDOE
5] DIEDIZIZLLTFRMETH D,

® IR RUGED IO DR LiEH 2 EEE T 5 KER R r 2 (DEOS r&X)

® DEOS riEX&ftiflrl L THKA DB ERM TV —/1 (D-Case) & E175EE (D-RE :
DEOS Runtime Environment)

® D-Case ([ZHDWT, OSD FHEHA BRI LT, A7 U7 (D-Seript) B L7 FV r— a3 -
7'r 77 2 (D-Aware Application Program)

A Programming Reference Tid, 2O 3FHDOMHAHERTHLAZ VT MBI OT 7V r— a7

075 L5%ELETOELZS DEOS 7urII0F) 28T, TF « VAT ALIRBITHDEHE2E
SETHI LTz,
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Appendix
ALEBERRLEOMRE S 2— « T T L— hDF

LITIZ, £=4—+ FVa—/b& SEC 212 HR Y 2 — /v OSEMIARZ R L7 XML 7 7 A Vv &
LIk 9D,

FoH— e TV a— )L TS L—}

1) VAT L0 CPUMEHELE A€ VU HHROELR

<monitor>

<name>www.dependable-os.net/dre/system.Monitor</name>

<description>System Monitor</description>

<version>0.5</version>

<license>GPL</license>

<author>DEOS Center</author>

<config_template><![CDATA[<<??>?xml version="1.0" encoding="utf-8"?>
<plug-ins>

<plug-in name="plugins.system.Monitor"
interval="<?= get_value('interval') ?>">
<args host="<?= get_value('host') ?>"
user="<?= get_value(user') ?>"
rrd-dir="<?= get_value(rrd-dir") ?>"/>
</plug-in>

<plug-in name="plugins.system.Analyzer"
interval="<?= get_value('interval') ?>">
<args node-name="<?= get_value ('d_case_node_name') ?>"
host="<?= get_value(host') ?>"
rrd-dir="<?= get_value('rrd-dir") ?>"
cpu-warn="<?= get_value('cpu-warn') ?>"
cpu-crit="<?= get_value('cpu-crit’) ?>"
mem-warn="<?= get_value(mem-warn') ?>"
mem-crit="<?= get_value('mem-crit') ?>"
related-node="<?= get_value(related-node') ?>"/>
</plug-in>
<plug-in name="plugins.system.Graph"
interval="<?= get_value('interval') ?>">
<args rrd-dir="<?= get_value('rrd-dir') ?>"
graph-dir="<?= get_value('graph-dir') ?>"/>
</plug-in>

</plug-ins>
11>
</config_template>
<config_path extension=".conf">/etc/dre-monitor/conf.d/</config_path>
<explanations>
<explanation lang="ja_JP"><![CDATAI
VAT LD CPUMHHFEE ATV MHRLEMT S,
REAR MR X [interval | F),
[host] ¥ — \—Z AT 5,
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B L7l Xerd-dir] 7« V7 U MRIFEND,
CPU f# H&E 2 [ecpu-warn]% # # 2 72354 . WRNING £ v ¥— % syslog ~Hi /19 %,
CPU i H# 23 cpu-critl% Z# 2 72354, CRITICAL A vt — % syslog ~Hi /19 %,
Memory ffi 1553 [mem-warn] Z # 2. 72354, WRNING A v & — % syslog ~H 13 %,
Memory ffi F13 53 [mem-crit] # 8 2 72834 . CRITICAL £ vt —% syslog ~H 717 %,
[graph-dir]7 4 L7 N U ~T T 7 PRIFEND,
11>
</explanation>
</explanations>
<parameters>
<!-- Details must be determined. Similar to XML schema? -->
<parameter name="interval" type="integer">
<description>: i [#][E [fP]</description>
<default>2</default>
</parameter>
<parameter name="host" type="string">
<description>E XI5 DR A k4 </description>
<default>localhost</default>
</parameter>
<parameter name="cpu-crit" type="integer" min="1" max="100">
<description>CPU fif 1= CRITICAL * v & — ¥ ® i [%]</description>
<default>90</default>
</parameter>
<parameter name="cpu-warn" type="integer" min="1" max="100">
<description>CPU f# 128 WARNING * v & — D liti[%]</description>
<default>80</default>
</parameter>
<parameter name="mem-crit" type="integer" min="1" max="100">
<description> # £ Y f#i 5 CRITICAL * v ¥ — ¥ D Hfi[%]</description>
<default>90</default>
</parameter>
<parameter name="mem-warn" type="integer" min="1" max="100">
<description> £ <& U fifi I3 WARNING # v t— 2 ? BlE[%]</description>
<default>80</default>
</parameter>
<parameter name="related-node" type="string">
<description>di# / — R CHEMAE)</description>
</parameter>
<parameter name="rrd-dir" type="string">
<description>E 17— % DER1ET 4 L 7 b U </description>
<default>/tmp/dre-monitor/rrd/localhost/system</default>
</parameter>
<parameter name="graph-dir" type="string">
<description>7' 7 7 DIRAFET 4 L 7 b U </description>
<default>/tmp/dre-monitor/graph/localhost/system</default>
</parameter>
</parameters>
</monitor>

2) 2770 CPUEMRE AT U MHEHROER

<monitor>
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<name>www.dependable-os.net/dre/container.Monitor</name>

<description>Container Monitor</description>

<version>0.5</version>

<license>GPL</license>

<author>DEOS Center</author>

<config_template><![CDATA[<<??>?xml version="1.0" encoding="utf-8"?>
<plug-ins>

<plug-in name="plugins.container.Monitor"
interval="<?= get_value('interval’) ?>">
<args container="<?= get_value('container’) ?>"
rrd-dir="<?= get_value('rrd-dir') ?>"/>
</plug-in>

<plug-in name="plugins.container.Analyzer"

interval="<?= get_value('interval’) ?>">
<args node-name="<?= get_value ('d_case_node_name') ?>"

container="<?= get_value('container') ?>"
rrd-dir="<?= get_value(rrd-dir') ?>"
cpu-warn="<?= get_value('cpu-warn') ?>"
cpu-crit="<?= get_value('cpu-crit’) ?>"
mem-warn="<?= get_value(mem-warn') ?>"
mem-crit="<?= get_value('mem-crit') ?>"
related-node="<?= get_value(related-node') ?>"/>

</plug-in>

<plug-in name="plugins.container.Graph"
interval="<?= get_value('interval') ?>">
<args rrd-dir="<?= get_value('rrd-dir') ?>"
graph-dir="<?= get_value('graph-dir') ?>"/>
</plug-in>

</plug-ins>
11>
</config_template>
<config_path extension=".conf">/etc/dre-monitor/conf.d/</config_path>
<explanations>
<explanation lang="ja_JP"><![CDATA[
a7+ O CPUMEHEE AT VEHREZENT S,
MR X [intervall,
[container] = > 7 F Z RS 5,
B L7l X eed-dic] 7 4 V27 B U MRIFEEND,
CPU =% cpu-warn] # B 2 72555, WRNING 2 v &— U % syslog ~H 719 %,
CPU =03 ecpu-crit]l i 2 72454 . CRITICAL A v & — % syslog ~H /17 %,
Memory {53 [mem-warn] # 8 2 7235, WRNING £ vt — % syslog ~H1 7179 5%,
Memory i 3% 23 [mem-crit] % x 72454, CRITICAL A vt — % syslog ~H /1135,
[graph-dir]7 4 L7 R U ~T T 7REFESND,
11>
</explanation>
</explanations>
<parameters>
<parameter name="interval" type="integer">
<description>5 i @ [FP]</description>
<default>2</default>
</parameter>
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<parameter name="container" type="string">
<description>E5 i x5 D = 7 F 4 </description>
<default>container</default>

</parameter>

<parameter name="cpu-crit" type="integer" min="1" max="100">
<description>CPU fif 1= CRITICAL * v & — ¥ ® i [%]</description>
<default>90</default>

</parameter>

<parameter name="cpu-warn" type="integer" min="1" max="100">
<description>CPU f# 128 WARNING * v & — D t[%]</description>
<default>80</default>

</parameter>

<parameter name="mem-crit" type="integer" min="1" max="100">
<description> £ <& U fif 3 CRITICAL # vt — v ® HfE[%]</description>
<default>90</default>

</parameter>

<parameter name="mem-warn" type="integer" min="1" max="100">
<description> # & Y i 15 WARNING * v ¥ — 2 DO i [%]</description>
<default>80</default>

</parameter>

<parameter name="related-node" type="string">
<description>f8# / — N (CHEREAE)</description>

</parameter>

<parameter name="rrd-dir" type="string">
<description> 1T — % DIRTET 4 L 7 bV </description>
<default>/tmp/dre-monitor/rrd/localhost/container</default>

</parameter>

<parameter name="graph-dir" type="string">
<description>7" 7 7 DIRAFT 4 L 7 b U </description>
<default>/tmp/dre-monitor/graph/localhost/container</default>

</parameter>

</parameters>
</monitor>

3) Apache h—/"—D7 7 & 2D

<monitor>

<name>www.dependable-os.net/dre/apache. Monitor</name>

<description>Apache Server Access Count Monitor</description>

<version>0.5</version>

<license>GPL</license>

<author>DEOS Center</author>

<config_template><![CDATA[<<??>?xml version="1.0" encoding="utf-8"?>
<plug-ins>

<plug-in name="plugins.apache.Monitor"
interval="<?= get_value('interval’) ?>">
<args host="<?= get_value(host') ?>"
rrd-dir="<?= get_value(rrd-dir') ?>"/>
</plug-in>

<plug-in name="plugins.apache.Analyzer"
interval="<?= get_value('interval’) ?>">

2013/05/01 Version 1.0 Page27




© 2013 BT B DEOS Programming Reference DEOS 7u >y~ 7 |

<args node-name="<?= get_value ('d_case_node_name') ?>"

host="<?= get_value('host') ?>"

rrd-dir="<?= get_value(rrd-dir') ?>"

warn="<?= get_value(‘'warn') ?>"

crit="<?= get_value(crit') ?>"

related-nodel="<?= get_value('related-nodel') ?>"
related-node2="<?= get_value('related-node2') ?>"/>

</plug-in>

<plug-in name="plugins.apache.Graph"

interval="<?= get_value('interval’) ?>">

<args rrd-dir="<?= get_value('rrd-dir') ?>"

graph-dir="<?= get_value('graph-dir) ?>"/>

</plug-in>

</plug-ins>

11>

</config_template>
<config_path extension=".conf">/etc/dre-monitor/conf.d/</config_path>
<explanations>
<explanation lang="ja_JP"><![CDATA[
Apache " ——D 7T 7 ¥ A ERT 5,
BRI X [intervall,
[host] r— "—Z AT 5,
Bt U7X lrrd-dir]l 7 4 L 27 B U ~RAFS D,
7 7 A H warn]l Z# 2 7254, WRNING A v+ —% syslog ~H 71175,
7 7 2E D erit]l 2 2 7= . CRITICAL * vt — % syslog ~Hi /9%,
[graph-dir]7 « L7 U ~T T 7RIS ND,
11>
</explanation>
</explanations>
<parameters>
<parameter name="interval" type="integer">
<description>: 1 [H]f@E [fP]</description>
<default>2</default>
</parameter>
<parameter name="host" type="string">
<description>E AR DR A k4 </description>
<default>localhost</default>
</parameter>
<parameter name="crit" type="integer" min="0">
<description>7 7 & 2 %% CRITICAL # vt — Y O HfE[%]</description>
<default>2500</default>
</parameter>
<parameter name="warn" type="integer" min="0">
<description>7 7 & 2 # WARNING % v &— Y O fE[%]</description>
<default>2000</default>
</parameter>
<parameter name="related-nodel" type="string">
<description>B8# 7 — N 1CHEHHE)</description>
</parameter>
<parameter name="related-node2" type="string">
<description>fiH# / — N 2GHE &% HE)</description>
</parameter>
<parameter name="rrd-dir" type="string">

] }

—n
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<description>8 7 — % ORAFT 1 L 7 b U </description>
<default>/tmp/dre-monitor/rrd/localhost/apache</default>

</parameter>

<parameter name="graph-dir" type="string">
<description>7"7 7 DIR{FT 4 L 7 b U </description>
<default>/tmp/dre-monitor/graph/localhost/apache</default>

</parameter>

</parameters>
</monitor>

4) MySQL ¥—/N—DJSE R O BER

<monitor>

<name>www.dependable-os.net/dre/mysql.Monitor</name>

<description>MySQL Responce Time Monitor</description>

<version>0.5</version>

<license>GPL</license>

<author>DEOS Center</author>

<config_template><![CDATA[<<??>?xml version="1.0" encoding="utf-8"?>
<plug-ins>

<plug-in name="plugins.mysql.Monitor"

interval="<?= get_value('interval') ?>">
<args host="<?= get_value('host') ?>"

user="<?= get_value('user') ?>"
passwd="<?= get_value('passwd') ?>"
db="<?= get_value('db") ?>"
table="<?= get_value('table') ?>"
rrd-dir="<?= get_value(rrd-dir") ?>"/>

</plug-in>

<plug-in name="plugins.mysql.Analyzer"
interval="<?= get_value('interval’) ?>">
<args node-name="<?= get_value ('d_case_node_name') ?>"
host="<?= get_value(host') ?>"
rrd-dir="<?= get_value('rrd-dir") ?>"
warn="<?= get_value('warn') ?>"
crit="<?= get_value(crit') ?>"
related-node="<?= get_value(related-node') ?>"/>
</plug-in>

<plug-in name="plugins.mysql.Graph"
interval="<?= get_value('interval’) ?>">
<args rrd-dir="<?= get_value('rrd-dir') ?>"
graph-dir="<?= get_value('graph-dir') ?>"/>
</plug-in>

</plug-ins>
11>
</config_template>
<config_path extension=".conf">/etc/dre-monitor/conf.d/</config_path>
<explanations>
<explanation lang="ja_JP"><![CDATA[
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MySQL ¥ —/"— DS E R 2 BT 5,
LR X [intervall,
[host]— "—Z AT 5,
T = RXR—= A D2 —Y(L[user] T,/ AT — KiZlpasswd],
T — & X=X [db]lD> T —7 )V [table] DISE R & BT 5,
B U7t lerd-dir] 7 ¢ b7 B U RIS D,
ISR 2 [warn] 2 8 2 72354, WRNING £ v &— % syslog ~HH /195,
IR 23 erit] 2 #E 2 72354 . CRITICAL £ vt —Y % syslog ~Hi 7135,
[graph-dir]7 « L7 N U~T T 7RIS ND,
11>
</explanation>
</explanations>
<parameters>
<parameter name="interval" type="integer">
<description>5 i [ k@ [#P]</description>
<default>2</default>
</parameter>
<parameter name="host" type="string">
<description>FE XI5 DR A k4 </description>
<default>localhost</default>
</parameter>
<parameter name="user" type="string">
<description>-=—¥% 4 </description>
</parameter>
<parameter name="passwd" type="password">
<description>/~A U — R</description>
</parameter>
<parameter name="db" type="string">
<description>7 — % X — 2 4 </description>
</parameter>
<parameter name="table" type="string">
<description>7 — 7 /L4, </description>
</parameter>
<parameter name="crit" type="integer" min="0" max="1">
<description>7 7 & 24 CRITICAL # v &— ¥ O #fE[%]</description>
<default>1</default>
</parameter>
<parameter name="warn" type="integer" min="0" max="1">
<description>7 7 & 2$ WARNING % vt — Y DO RE[%]</description>
<default>0.8</default>
</parameter>
<parameter name="related-node" type="string">
<description>B:# / — N CHEHEfHE)</description>
</parameter>
<parameter name="rrd-dir" type="string">
<description># 17— % ORAF7T 1 L 7 b U </description>
<default>/tmp/dre-monitor/rrd/localhost/mysql</default>
</parameter>
<parameter name="graph-dir" type="string">
<description>7' 7 7 DIRAFET 4 L 7 b U </description>
<default>/tmp/dre-monitor/graph/localhost/mysql</default>
</parameter>
</parameters>
</monitor>
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5) AEVBHEY 2 — L2HikEROER

<monitor>

<name>www.dependable-os.net/dre/memleak.Monitor</name>

<description>Memory Leak Monitor</description>

<version>0.5</version>

<license>GPL</license>

<author>DEOS Center</author>

<config_template><![CDATA[<<??>?xml version="1.0" encoding="utf-8"?>
<plug-ins>

<plug-in name="plugins.memleak.Monitor"
interval="<?= get_value('interval’) ?>">
<args host="<?= get_value(host') ?>"
rrd-dir="<?= get_value(rrd-dir") ?>"/>
</plug-in>

<plug-in name="plugins.memleak.Analyzer"
interval="<?= get_value('interval’) ?>">
<args node-name="<?= get_value ('d_case_node_name') ?>"
host="<?= get_value(host') ?>"
rrd-dir="<?= get_value(rrd-dir') ?>"
warn="<?= get_value('warn') ?>"
crit="<?= get_value('crit) ?>"
related-node="<?= get_value(related-node') ?>"/>
</plug-in>

<plug-in name="plugins.memleak.Graph"
interval="<?= get_value('interval’) ?>">
<args rrd-dir="<?= get_value('rrd-dir') ?>"
graph-dir="<?= get_value('graph-dir') ?>"/>
</plug-in>

</plug-ins>
11>
</config_template>
<config_path extension=".conf">/etc/dre-monitor/conf.d/</config_path>
<explanations>
<explanation lang="ja_JP"><![CDATA[
AT BMEY 2 — VZWHEREZERT S,
R REIBR X [intervall,
[host] ¥ —"—Z BT 5,
B L7l Xerd-dir] 7« V27 U MRIFEND,
PWHE N [warn] 288 2 72856, WRNING # vt —T % syslog ~H 717 5,
Wi 23 [erit] 8% 2 72354 . CRITICAL £ v ¥ — % syslog ~Hi /19 %,
[graph-dir]7 4 L7 R U ~T T 7REFESND,
11>
</explanation>
</explanations>
<parameters>
<parameter name="interval" type="integer">
<description>5 i kg [FP]</description>
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<default>2</default>

</parameter>

<parameter name="host" type="string">
<description>BE x5 D KR A k4 </description>
<default>localhost</default>

</parameter>

<parameter name="crit" type="integer" min="0" max="1">
<description>CRITICAL A v & — ¥ ® i </description>
<default>200</default>

</parameter>

<parameter name="warn" type="integer" min="0" max="1">
<description>WARNING A vt — Y DOE{E</description>
<default>150</default>

</parameter>

<parameter name="related-node" type="string">
<description>Bi:# / — RN CHEHHE)</description>

</parameter>

<parameter name="rrd-dir" type="string">
<description> 17 — % DIRTET 4 L 7 bV </description>
<default>/tmp/dre-monitor/rrd/localhost/mysql</default>

</parameter>

<parameter name="graph-dir" type="string">
<description>7"7 7 DIR{ET 4 L 7 b U </description>
<default>/tmp/dre-monitor/graph/localhost/mysql</default>

</parameter>

</parameters>
</monitor>

SEC #{F o> 1= O BREV 2—)L - T FL— |

1) SEC (Simple Event Correlator) Dk~ 7 A WAEKANHEY = —/ « 77 L— |

<action>
<name>www.dependable-os.net/SEC/generic.Action</name>
<description>Generic Action with SEC</description>
<version>0.5</version>
<license>GPL</license>
<author>DEOS Center</author>
<config_template><![CDATA[#
# Generic SEC configuration file generated at <?= date (DateTime::RFC3339) ?>
# For D-Case Node (<?= get_value ('d_case_node_id") ?> | <?= get_value ('d_case_node_name') ?> |
<?= get_value ('d_case_node_id_by_editor') ?>) with D-Script (<?= get_value ('d_script_id') ?>)
<?= get_value (‘config _file_content') 7>
11>
</config_template>
<config_path extension=".conf">/etc/dre-action/sec.d/</config_path>
<explanations>
<explanation lang="ja_JP"><![CDATA[
Simple Event Correlator (SEC) DML~ 7 A VDO H ZIEET 5,
FEMIIE. sec ® man page <° Simple Event Correlator FAQ % £/,
11>

</explanation>
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</explanations>
<parameters>
<parameter name="config_file_content" type="string">
<description>Content of the entire configuration file</description>
</parameter>
</parameters>
</action>

2) Apache D7 7 & ZHHBIC IV L TT 7 & 2 DHIR

<action>
<name>www.dependable-os.net/SEC/Traffic_Limit_Exceeded.Action</name>
<description>Traffic_Limit_Exceeded Action with SEC</description>
<version>0.5</version>
<license>GPL</license>
<author>DEOS Center</author>
<config_template><![CDATA[
HEHH

# Receives an external event [Traffic_Limit_Exceeded]

type=SingleWithSuppress

ptype=RegExp

pattern=sys-apa TrafficLimitExceeded (¥S+)

desc=[SEC Actionl]

action=shellemd /usr/share/dre-demo/d-script/action/act_logging.sh local5.err SEC
"LogFormat=DRE1.0>Event=TrafficLimitExceeded>¥
TagSource=/Host:deosc-laptop>EventSource=/Host:deosc-laptop/SysContainer:sys-apa/apache>¥
EventDiscoverer=/Host:deosc-laptop/Monitor>Message=Traffic Limit Exceeded$1>";
window=<?= get_value ('Suppress_Window') ?>

type=SingleWithSuppress

ptype=RegExp

pattern=Start TrafficLimitExceeded

desc=[SEC Action]

action=event <?= get_value ('Action_delay') ?> "Traffic_Limit_Exceeded_process1";
window=<?= get_value ('Suppress_Window") ?>

type=Single

ptype=RegExp

pattern=(¥S+)Message=Installed new-service.deb(¥S+)
context=! NEW_SERVICE_INSTALLED

desc=[SEC Action]

action=create NEW_SERVICE_INSTALLED

# Receives an internal event [Traffic_Limit_Exceeded]

type=Single

ptype=RegExp

continue=TakeNext
pattern=Traffic_Limit_Exceeded_processl
context=PROCESSING && NEW_SERVICE_INSTALLED
desc=[SEC Action]
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action=event <?= get_value ('Event_delay') ?> $0

type=Single

ptype=RegExp

continue=DontCont

pattern=Traffic_Limit_Exceeded_processl

context=(! PROCESSING) && NEW_SERVICE_INSTALLED

desc=[SEC Action]

action=create PROCESSING:; ¥

shellemd /usr/share/dre-demo/d-script/action/act_logging.sh local5.info SEC

"LogFormat=DRE1.0>Event=RecoveryActionStarted>¥

TagSource=/Host:deosc-laptop>EventSource=/Host:deosc-laptop/usr/share/dre-demo/d-script/action/

act_undo_sys_container.sh>¥

Message=Undo Container : sys-tom. [TrafficLimitExceeded] Recovery Action>"; ¥

event <?= get_value ('Action_delay') ?> "Traffic_Limit_Exceeded_process2";shellemd

lusr/share/dre-demo/bin/dcase-status -n <?= get_value ('d_case_node_name') ?> -s running && ¥
/usr/share/dre-demo/bin/dcase-status -n G_27 -s running && /usr/share/dre-demo/bin/dcase-status

-n G_27 -s normal;

type=SingleWithScript
ptype=RegExp
pattern=Traffic_Limit_Exceeded_process2
script=/bin/bash /usr/share/dre-demo/d-script/action/act_undo_sys_container.sh sys-tom <?=
get_value ('Apply_Snapshot') ?> :2 >> /var/log/sec.log 2>&1
desc=[SEC Action]
action=delete PROCESSING; delete NEW_SERVICE_INSTALLED:; ¥
shellemd /usr/share/dre-demo/d-script/action/act_logging.sh local5.info SEC
"LogFormat=DRE1.0>Event=RecoveryActionCompleted>¥
TagSource=/Host:deosc-laptop>EventSource=/Host:deosc-laptop/usr/share/dre-demo/d-script/action/
act_undo_sys_container.sh>¥
Message=Undo Container : sys-tom. [TrafficLimitExceeded] Recovery Action>";shellemd
lusr/share/dre-demo/bin/dcase-status -n <?= get_value ('d_case_node_name') ?> -s normal;
action2=shellcmd /usr/share/dre-demo/d-script/action/act_logging.sh local5.info SEC
"LogFormat=DRE1.0>Event=RecoveryActionFailed>¥
TagSource=/Host:deosc-laptop>EventSource=/Host:deosc-laptop/usr/share/dre-demo/d-script/action/
act_undo_sys_container.sh>¥
Message=Undo Container : sys-tom. [TrafficLimitExceeded] Recovery Action>";

11>

</config_template>

<config_path extension=".conf">/etc/dre-action/sec.d/</config_path>

<explanations>

<explanation lang="ja_JP"><![CDATA[
[Traffic Limit Exceeded]f <> h&kH&LT 7 3 >
F=L—0b Web 4 —_—D7 7 AHGEK @ ZiH &, Tomeat H—/3—d Undo %

N

<l
Y

11>
</explanation>
</explanations>
<parameters>
<!-- Details must be determined. Similar to XML schema? -->
<parameter name="Suppress_Window" type="integer">
<description>[f] UA X2 k&5 1F 1) 72 W R (BP)</description>
<default>10</default>
</parameter>
<parameter name="Event_delay" type="integer" min="1" max="100">
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<description>HEth Pz Z 1T 72 A X b O BRAERERE] (BY)</description>
<default>10</default>

</parameter>

<parameter name="Action_delay" type="integer" min="1" max="100">
<description>7 7 3 a > FAT F TORELERFF (FP)</description>
<default>0</default>

</parameter>

<parameter name="Apply_Snapshot" type="string">
<description>Undo TiEH 7 5 A F w7+ 3 v h</description>
<default>ss1</default>

</parameter>

</parameters>
</action>

3) MySQL %> R #2312 %k L ¢ MySQL Batch Job 0 7 R — b

<action>
<name>www.dependable-os.net/SEC/ResponseTime_Excessive.Action</name>
<description>ResponseTime_Excessive Action with SEC</description>
<version>0.5</version>
<license>GPL</license>
<author>DEOS Center</author>

<config_template><![CDATA[
HHHA

# Receives an external event [ResponseTime_Excessive]

type=SingleWithSuppress

ptype=RegExp

pattern=sys-mysql ResponseTimeExcessive (¥S+)

desc=[SEC Actionl]

action=shellemd /usr/share/dre-demo/d-script/action/act_logging.sh local5.err SEC
"LogFormat=DRE1.0>Event=ResponseTimeExcessive>¥
TagSource=/Host:deosc-laptop>EventSource=/Host:deosc-laptop/SysContainer:sys-mysql/mysql>¥
EventDiscoverer=/Host:deosc-laptop/Monitor>Message=ResponseTime Excessive$1>";
window=<?= get_value ('Suppress_Window') ?>

type=SingleWithSuppress

ptype=RegExp

pattern=Start ResponseTimeExcessive

desc=[SEC Action]

action=event <?= get_value ('Action_delay') 7> "ResponseTime_Excessive_process1";
window=<?= get_value ('Suppress_Window') 7>

# Receives an internal event [ResponseTime_Excessive]

type=Single
ptype=RegExp

continue=TakeNext
pattern=ResponseTime_Excessive_processl
context=PROCESSING

desc=[SEC Action]
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action=event <?= get_value ('Event_delay') ?> $0

type=Single

ptype=RegExp

continue=DontCont

pattern=ResponseTime_Excessive_processl

context=! PROCESSING

desc=[SEC Action]

action=create PROCESSING:; ¥

shellemd /usr/share/dre-demo/d-script/action/act_logging.sh local5.info SEC
"LogFormat=DRE1.0>Event=RecoveryActionStarted>¥
TagSource=/Host:deosc-laptop>EventSource=/Host:deosc-laptop/usr/share/dre-demo/d-script/action/
act_kill_batch_sys.sh>¥

Message=Kill BatchJob : sys-mysql. [ResponseTimeExcessive] Recovery Action>"; ¥

event <?= get_value ('Action_delay') ?> "ResponseTime_Excessive_process2";shellemd
lusr/share/dre-demo/bin/dcase-status -n <?= get_value ('d_case_node_name') ?> -s running;

type=SingleWithScript
ptype=RegExp
pattern=ResponseTime_Excessive_process2
script=/bin/bash /usr/share/dre-demo/d-script/action/act_kill_batch_sys.sh <?= get_value
('Kill_Param') ?> >> /var/log/sec.log 2>&1
desc=[SEC Action]
action=delete PROCESSING; ¥
shellemd /usr/share/dre-demo/d-script/action/act_logging.sh local5.info SEC
"LogFormat=DRE1.0>Event=RecoveryActionCompleted>¥
TagSource=/Host:deosc-laptop>EventSource=/Host:deosc-laptop/usr/share/dre-demo/d-script/action/
act_kill_batch_sys.sh>¥
Message=Kill BatchJob : sys-mysql. [ResponseTimeExcessive] Recovery Action>"; ¥
shellemd /usr/share/dre-demo/bin/dcase-status -n <?= get_value ('d_case_node_name') ?> -s normal;
action2=shellecmd /usr/share/dre-demo/d-script/action/act_logging.sh local5.info SEC
"LogFormat=DRE1.0>Event=RecoveryActionFailed>¥
TagSource=/Host:deosc-laptop>EventSource=/Host:deosc-laptop/usr/share/dre-demo/d-script/action/
act_kill_batch_sys.sh>¥
Message=Kill BatchJob : sys-mysql. [ResponseTimeExcessive] Recovery Action>";

11>

</config_template>

<config_path extension=".conf">/etc/dre-action/sec.d/</config_path>

<explanations>

<explanation lang="ja_JP"><![CDATAI
[ResponseTime_Excessivel £ X hxtI&7T 7 3 v
EFE=H =10 DB YV —A"—DIRERFHEK Z @AM IND & DB — =70 s T AOE %

179
11>
</explanation>
</explanations>
<parameters>

<!-- Details must be determined. Similar to XML schema? -->

<parameter name="Suppress_Window" type="integer">
<description>[f] UA X2 N &5 (7 fH1F 72 W IEE (FY)</description>
<default>10</default>

</parameter>

<parameter name="Event_delay" type="integer" min="1" max="100">
<description>HEfh TS AF 1T 72 A X b DOVRIERF R (7)) </description>
<default>10</default>

Page36 Version 1.0 2013/05/01




DEOS 7m v =7 k DEOS Programming Reference © 2013 FlEH iz B

</parameter>

<parameter name="Action_delay" type="integer" min="1" max="100">
<description>7" 7 3 = v FAT E TOIRLERE (F))</description>
<default>0</default>

</parameter>

<parameter name="Kill_Param" type="string">
<description>act_kill_batch.sh ~?D /37 X — % </description>
<default>sql</default>

</parameter>

</parameters>
</action>

—n

4) AEVEHEE®EICH L TOREXIN (VAT A - a7 FOfFEEH)

<action>
<name>www.dependable-os.net/SEC/Memory_Usage_Limit_Exceeded.Action</name>
<description>Memory_Usage_Limit_Exceeded Action with SEC</description>
<version>0.5</version>
<license>GPL</license>
<author>DEOS Center</author>

<config_template><![CDATA[
HHHHH

# Receives an external event [Memory_Usage_Limit_Exceeded]

type=SingleWithSuppress

ptype=RegExp

pattern=sys-tom MemoryUsageLimitExceeded (¥S+)

desc=[SEC Action]

action=shellemd /usr/share/dre-demo/d-script/action/act_logging.sh local5.err SEC
"LogFormat=DRE1.0>Event=MemoryUsageLimit Exceeded>¥
TagSource=/Host:deosc-laptop>EventSource=/Host:deosc-laptop/SysContainer:sys-tom/tomcat>¥
EventDiscoverer=/Host:deosc-laptop/Monitor>Message=Memory Usage Limit Exceeded$1>";
window=<?= get_value ('Suppress_Window') ?>

type=SingleWithSuppress

ptype=RegExp

pattern=Start MemoryUsageLimitExceeded

desc=[SEC Action]

action=event <?= get_value ('Action_delay') 7> "Memory_Usage_Limit_Exceeded1";
window=<?= get_value ('Suppress_Window") ?>

type=Single

ptype=RegExp

pattern=(¥S+)Message=Installed new-service(¥S+)
context=! NEW_SERVICE_INSTALLED
desc=[SEC Action]

action=create NEW_SERVICE_INSTALLED

type= Smgle
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ptype=RegExp

continue=TakeNext
pattern=Memory_Usage_Limit_Exceeded1
context=PROCESSING && NEW_SERVICE_INSTALLED
desc=[SEC Actionl]

action=event <?= get_value ('Event_delay") ?> $0

type=Single

ptype=RegExp

continue=DontCont

pattern=Memory_Usage_Limit_Exceeded1

context=(! PROCESSING) && NEW_SERVICE_INSTALLED

desc=[SEC Action]

action=create PROCESSING:; ¥

shellemd /usr/share/dre-demo/d-script/action/act_logging.sh local5.info SEC
"LogFormat=DRE1.0>Event=RecoveryActionStarted>¥
TagSource=/Host:deosc-laptop>EventSource=/Host:deosc-laptop/usr/share/dre-demo/d-script/action/
act_reboot_sys_container.sh>¥

Message=Reboot Container : sys-tom. [MemoryUsageLimitExceeded] Recovery Action>"; ¥
event <?= get_value ('Action_delay") ?> "Memory_Usage_Limit_Exceeded2";shellemd
lusr/share/dre-demo/bin/dcase-status -n <?= get_value ('d_case_node_name') ?> -s running;

type=SingleWithScript
ptype=RegExp
pattern=Memory_Usage_Limit_Exceeded2
script=/bin/bash /usr/share/dre-demo/d-script/action/act_reboot_sys_container.sh sys-tom sys-apa >>
Ivar/log/sec.log 2>&1
desc=[SEC Actionl]
action=delete PROCESSING; delete NEW_SERVICE_INSTALLED:; ¥
shellemd /usr/share/dre-demo/d-script/action/act_logging.sh local5.info SEC
"LogFormat=DRE1.0>Event=RecoveryActionCompleted>¥
TagSource=/Host:deosc-laptop>EventSource=/Host:deosc-laptop/usr/share/dre-demo/d-script/action/
act_reboot_sys_container.sh>¥
Message=Reboot Container : sys-tom. [MemoryUsageLimitExceeded] Recovery Action>"; ¥
shellemd /usr/share/dre-demo/bin/dcase-status -n <?= get_value ('d_case_node_name') ?> -s normal;
action2=shellemd /usr/share/dre-demo/d-script/action/act_logging.sh local5.info SEC
"LogFormat=DRE1.0>Event=RecoveryActionFailed>¥
TagSource=/Host:deosc-laptop>EventSource=/Host:deosc-laptop/usr/share/dre-demo/d-script/action/
act_reboot_sys_container.sh>¥
Message=Reboot Container : sys-tom. [MemoryUsageLimitExceeded] Recovery Action>";
11>
</config_template>
<config_path extension=".conf">/etc/dre-action/sec.d/</config_path>
<explanations>
<explanation lang="ja_JP"><![CDATA[
[Memory_Usage_Limit_Exceeded]f “X> FxfI&7 7 > a3 v
F=H— 5 Application —/3—D A E U EHEEN Z@MIND &,
Web/Application ¥—/S— DO EEI 21T H
11>
</explanation>
</explanations>
<parameters>
<!-- Details must be determined. Similar to XML schema? -->
<parameter name="Suppress_Window" type="integer">
<description>[f] UA X2 b &5 1F 1) 72 W R (BP)</description>
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<default>10</default>

</parameter>

<parameter name="Event_delay" type="integer" min="1" max="100">
<description>HEfh I SZAH 1T 72 A N DIRIERRE (7)) </description>
<default>10</default>

</parameter>

<parameter name="Action_delay" type="integer" min="1" max="100">

<description>7 7 3 3 v FAT F TOERIEFRF](F))</description>

<default>0</default>

</parameter>

</parameters>
</action>

5) AEY « U=V FOZWEY 2—/LDEA

<action>
<name>www.dependable-os.net/SEC/Leak_Detected.Action</name>
<description>Leak_Detected Action with SEC</description>
<version>0.5</version>
<license>GPL</license>
<author>DEOS Center</author>

<config_template><![CDATA[
HAHHE

# Receives an external event [Leak Detected]

type=SingleWithSuppress
ptype=RegExp
pattern=sys-tom LeakDetected (¥S+)
desc=[SEC Action]
action=delete DIAGNOSYS_INSTALLED; shellemd
/usr/share/dre-demo/d-script/action/act_logging.sh local5.err SEC ¥
"LogFormat=DRE1.0>Event=LeakDetected>TagSource=/Host:deosc-laptop>EventSource=/Host:deo
sc-laptop/SysContainer:sys-tom/tomcat>¥
EventDiscoverer=/Host:deosc-laptop/Monitor>Message=Leak Detected$1>";¥
shellemd /usr/share/dre-demo/bin/dcase-status -n G_34 -s normal; shellemd
/home/dre/work/ET2012/demo_3/demo3end.sh;
window=<?= get_value ('Suppress_Window') ?>
type=Single
ptype=RegExp
pattern=(¥S+)Message=Installed diagnosys.deb(¥S+)
context=! DIAGNOSYS_INSTALLED
desc=[SEC Actionl]
action=create DIAGNOSYS_INSTALLED

11>

</config_template>

<config_path extension=".conf">/etc/dre-action/sec.d/</config_path>

<explanations>

<explanation lang="ja_JP"><![CDATA[
[Leak_Detected] f <> h&HIiLT 7 v a >
F=HZ =B AEY U= ORBEEOH DT Tt EEmESND &, BT TV Ea s

(ZFIATe

11>
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</explanation>
</explanations>
<parameters>
<!-- Details must be determined. Similar to XML schema? -->
<parameter name="Suppress_Window" type="integer">
<description>[f] U1 X2 b & 15 1) 72 W EFRE (BP)</description>
<default>10</default>
</parameter>
</parameters>
</action>
</actions>
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